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UBND TINH NINH THUAN CONG HOA XA HOI CHUNGHIA VIE
VIET NAM
SOTHONGTINVA TRUYENTHONG Pic lip- Tirdo - Hanh phiic
S0: 4 20/STTTT-CNTT Ninh Thudn, ngay 42 thdng 9 ném 2017

V/v gidm sét, ngin chin khan cép
hé thong may chu diéu khién ma
déc tan cdng co6 cha dich APT

Kinh giri:
- Céc co quan thudc Tinh dy;
- Céc 8§, Ban nganh thuéc Uy ban nhan dan tinh;
- Uy ban nhén dén céc huyén, thanh phé.

Cén ctr Cong van sb 298/VNCERT-BPUC ngay 07/9/2017 cla Trung tdm
Ung ctru khén cap may tinh Viét Nam vé viéc gidm sét, ngan chin khin cép hé
thong may chu diéu khién ma ddc tin cdng cé chu dich APT;

Trung tdm Ung ctru khin cdp may tinh Viét Nam da phét hién ra ddu hiéu
ctia chién dich tdn c6ng nhim vao cac hé théng thong tin quan trong tai Viét
Nam théng qua viéc phét tan va diéu khidn ma ddc ¢ chi dich (APT).

Pé ngin chin khan cip hé théng may chu diéu khién m3 déc tin cong cé
chu dich, S& Théng tin va Truyén théng d& nghi céc co quan, don vi thue hién
khén cip céc céng viée nhu sau:

1. Giam sat nghiém ngit, ngan chin két nbi dén cac may chi diéu khién
ma déc APT theo phu luc gui kem.

2. Néu phat hién can nhanh chong c6 18p viung/may va tién hanh diéu tra,
xir 1y (cai dit lai hé diéu hanh néu khéng g& bo triét dé).

3. Cép nhét cic ban va cho hé didu hanh va phin mém (nhit 13 Microsoft
Office). Dac biét cdp nhat cac 16 hong CVE-2012-0158, CVE-2017-0199,
MS17-010.

4. Sau khi thuc hién, dé nghi cac co quan, don vi bao céo tinh hinh vé S&
Théng tin va Truyén thong trwée ngay 27/9/2017.

Thong tin lién hé hé tro:

- Trung tdm Ung ci khén cAp may tinh Viét Nam (VNCERT)

Dia chi: Ting 5 - Toa nha 115 Trn Duy Hung, Cau Gidy, Ha Nbi.

Dién thoai: 024 36404423 (may 1& 112) '

Pudng diy ndng: 0869 100319; 0934424009

Thu dién ti: ir@vncert.gov.vn

- S Théng tin va Truyén théng tinh Ninh Thuén

Dia chi: $6 17 dudng Nguyén Trdi, phuong Kinh Dinh, thanh phé Phan
Rang - Thap Cham, tinh Ninh Thuéan.



Pién thoai: 0259 3922753
Thu dién tir: sotttt@ninhthuan.gov.vn
Tran trong./.

Noi nhin: F.K,L

- Nhu trén;
- Trung tim CNTT-TT;
- Luu: VT, CNTT.




UBND TINH NINH THUAN OONG HOA XA HOICHUNGHIA VIETNAM
SOTHONGTINVATRUYENTHONG Pédc lap - T do - Hanh phiic

PHU LUC
THONG TIN VE DOMAIN VA IP C&C SERVER
: LIEN QUAN DEN MA PQC APT
(Ban hanh kém theo Cong vin s6:4420/S TTTT-CNTT ngayt2/9/2017
ctia 8¢ Théng tin va Truyén théng)

I. Danh sich cic IP may chi diéu khién ma doc (C&C Server)

STT Piachi IP C&C STT Piachi IP C&C
] 209.58.179.202 10 193.169.245.78
2 209.58.176.46 11 | 104.237.218.72
3 188.42.254.112 12 | 193.169.245.137
4 66.154.125.145 13 23.227.196.210
5 176.223.165.165 14 23.227.196.210
6 60.251.29.40 15 185.157.79.3
7 103.53.197.202 16 104.237.218.70
8 58.158.177.102 17| 62210.115.97
9 216.107.152.217 |

"IL Danh sach tén mién may chit dé¢ hai ( C&C Server )

STT Tén mién | STT Tén mién
.1 | hanoi.danang.dulichovietnam.net 38 | blog.docksugs.org
2 | dalat.dulichovietnam.net 39 | high.expbas.net
3 | hanoi.dulichovietnam.net 40 | images.chinabytes.info
4 | danang.dulichovietnam.net | 41 | job.supperpow.com
5 | dalathanoi.dulichovietnam.net ,| 42 | mobile.pagmobiles.info
6 | hanoi.hanoi.dulichovietnam.net | 43 | nsquery.net
7 | danang.danang.dulichovietnam.net| 44 | push.relasign.org
8 | dalat.dulichovietham.net - 45 | serl.volveri.net
10 | danang.dalat.dulichovietnam.net 46 | syn.timeizu.net
11 | danang.hanoi.dulichovietnam.net 47 | tonholding.com
12 | dalat.dalat.dulichovietnam.net - 48 | update-flashs:com
13 { hanoi.dalat.dulichovietnam.net 49 | vphelp.net



STT Tén mién STT Tén mién
14 | dulichovietnam.net 50 | 24.datatimes.org
15 | anh.phimhainhat.net 51 | blog.panggin.org
16 | data.dcsvh.org 52 | datatimes.org
17 | data.phimnoi.org 53 | emp.gapte.name
18 | dav.thanhnlen.com 54 | gl-appspot.org
19 | home.phimnoi.org 55 | high.vphelp.net
20 | home.vietnamplos.com 56 | imaps.qgkié.com
21 | login.phimhainhat.net | 57 | lighpress.info
22 | login.phimnoi.org - 58 { news.lighpress.info
23. | my.phimhainhat.net 59 | pagmobiles.info
24 | news.phapluats.com 60 | relasign.org
25 | news.vietnannet.com 61 | ssl.zin0.com
26 | vietnam.phimhainhat.net | 62 |teriava.com
27 | tulationeva.com 63 | img.fanspeed.net
28 | vieweva.com 64 | menmin.strezf.com
29 | yii.yithaol26.net 64 | notificeva.com
30 | contay.deaftone.com 65 | paidprefund.org
31 docksugs.org 66 | share.codehao.net
32 | facebook-cdn.net 67 | static.jg7.org

33 | help.checkonl.org 68 | timeizu.net

34 | icon.torrentart.com 69 | untitled.po9z.com
35 | volveri.net 70 | zone.apize.net
36 | desvn.org va cic subdomain 71 |Phimnoiorgvacéc

| : subdomain

37 | Phimhainhat.net va cic subdomain |

III. Danh sich ma bim (HashMD5)
STT Ma bam - MD5

b147314203 f741dda266805c6f84876

[3975¢3a¢679aff3e0d0db5622b6c3 125

a64264e8721551b0b0140603293¢24¢7

| 4965b96bef1353006008d55e178e72b0

2¢b510104abeec4deec8aecsSel 6£2982e8f

b5e473936d325b79d463e9f46602254b

e58c41231eebad952¢03038d585¢ecca3

| NN | B W ra]

9fab515721cel 123e065497e6c8541d3




Ma bam — MD5

STT
9 | 0f1d8c43863231a3e86c62894aa48¢e4
10 cd718baflec7284769c8f65dadde8bae
11 |7a618059557654214a1ba2370a48b887
12 | 6b44a8f4dcd0802a2cb6275d97362fb2
13 | 7a95abdf4261442a5305f1a5924719aa
14 |850172afad42dcfeb87af96916575926
IS [e27e1759081284db15da140132bbd79f

.16 [ e27026fdaadcll 8b9dac9592a0ea2003
17 [4e78b1b95056¢188753a8f79b2a4110F _
18 | flaBaadb10a3c5c192b6d06d9699c276
19 | 58c4d4elaaefedc5493243 c877bbbe74

20

46¢522cba5ce9d83798320644 1bbdSh
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